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Abstract

The synergy between the Internet of Things (IoT) and big data technologies has resulted in the great development of multiple
smart applications in varied fields such as energy management, environmental monitoring, elderly healthcare, etc. Due to the
increasing demand for smart applications, opting for a flexible and scalable software architecture that supports and accelerates
the development of these applications is in dire need nowadays. As an effective solution to continuously maintain, upgrade, and
scale IoT-based applications, the microservices paradigm has been adopted as an architectural style allowing to provide several
enhancements in terms of independent deployment, modularity, containerization, loose coupling, etc. These advantages provided
by microservices impact also the efficiency of the analytics conducted by the IoT-based systems. In this view, the current research
aims to address a survey about the adoption of the microservices paradigm for supporting data analytics in IoT applications. For
this purpose, first of all, the theoretical concepts related to IoT, data analytics, and microservices are briefly presented. Second,
relevant microservices-based solutions for data analytics in IoT applications are reviewed and discussed. Third, the challenges and
opportunities offered by the microservices paradigm in the IoT context are outlined and explained. The present study will pave the
way for promising future research on the issues of integrating the emerging microservices technology in data analytics and IoT
applications.
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1. Introduction

With different descriptions from various viewpoints, the Internet of Things (IoT) has stood up as a novel paradigm
for the rapid development of information and communication technologies. IoT is a network of interconnected smart
devices exchanging data with each other or with external systems via internet communication protocols [1]. This
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technology transforms the physical objects into intelligent actors that could communicate with each other, exchange
information, and orchestrate actions. The rapid evolution of the IoT has shown a significant advance in big data
techniques. Harnessing IoT data for analytics is an effective solution to extract features, learn knowledge, and aid
decision-making in different applications developed in various fields such as healthcare, smart cities, and energy man-
agement [2].

Nowadays, IoT and big data analytics have become extremely hot research topics. However, a big gap still exists be-
tween the IoT’s ability to collect environment related information and the analytics capabilities used to interpret that
information. Therefore, there are several challenges that make exploiting data analytics in IoT systems a complex task.
Some of the main challenges include how to manage heterogeneous IoT data, how to analyze collected data efficiently,
and how to develop and maintain scalable and modular functionalities that can be reused in other contexts and applica-
tions. To face these challenges, adopting flexible and extensible software architecture instead of monolithic ones is the
most appropriate solution. In this context, several recent works have opted for the microservices-based development
paradigm. The microservices paradigm has ushered in a new era of software application development. It has grown in
popularity as a methodology of producing flexible and distributed software applications [3]. In a microservices-based
design, tiny services are designed totally independently of one another, with lightweight communication methods and
protocols to meet business needs. In a constrained computing environment like 10T, the microservices approach en-
sures the implementation of a modular architecture, which is fundamental for supporting different types of analytical
features. Unlike monolithic solutions, the suggested architecture considers each service to handle, from the analytic
process, specific functionality that is deployed, scaled, and maintained independently of other services, resulting in
increased efficiency and higher resilience to failures in the IoT environment.

In this article, we present a review of relevant works that are proposed to couple between [oT data analytics techniques
and the microservices’ architectural style. This review will assist practitioners in better understanding tough issues
and exploring new and exciting research prospects in the field of IoT analytics. To the best of our knowledge, this
work presents the first review paper that discusses how microservices technology is being used in IoT applications.
This paper is organized as follows. Section 2 gives a brief overview of IoT, data analytics, and microservices. Section
3 discussed the microservices-based solutions for data analytics in IoT applications. In Section 4, the challenges and
the future research directions concerning the adoption of microservices for IoT applications are highlighted. Finally,
our conclusions are drawn in Section 5.

2. Background

In this section, the theoretical concepts that will be employed throughout the paper are defined. An overview
of the IoT ecosystem is presented. The different types of data analytics are detailed. Moreover, the microservices’
architectural style and its essential benefits are outlined.

2.1. Internet of Things: Definition, Architecture, and Requirements

Over the last few years, [oT has stood out as a breakthrough technology by developing smart services in multiple
and various areas. The IoT is defined as the linking of billions of objects, called also things, on the Internet [4, 5].
These objects communicate via standardized communication protocols, share data, and exchange information over
heterogeneous platforms. The IoT has made it possible to improve the efficiency and performance of various infras-
tructures such as those used in transportation, security, education, agriculture, and healthcare [2]. Figure 1 presents
the IoT architectural stack, which includes five layers: the business layer, application layer, processing layer, and
perception layer [6]. The roles of these layers are briefly detailed in the following points:

o Business layer: the entire [oT system, its functionalities, applications, and business models are managed and
organized in this layer;

o Application layer: manages the processed data obtained from the processing layer to solve specific problems;

e Processing layer: in this layer, the gathered data are processed and analyzed to extract valuable knowledge and
insights;
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o Transport layer: is responsible for the communication and the transfer of data from IoT smart devices to the
upper layers;

o Perception layer: the role of this layer is to capture and collect data. This layer comprises various smart devices,
including sensors and actuators.
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Fig. 1. IoT architecture.

The volume of data generated by IoT smart devices and sensors is continuously increasing encapsulating huge
amounts of structured and unstructured data. This massive data generation needs more advanced technologies to be
processed and analyzed in order to extract valuable insights that help to improve the performance of IoT applications.
In this context, satisfying (i) user-oriented, (ii) solution-oriented, and (iii) Quality of Service (QoS) requirements
plays a major role in improving operational efficiency and increasing productivity of the IoT applications [7]. The
user-oriented requirements define the characteristics of the IoT application that will increase its usability, such as
personalization and contextualization, improved onboarding, and seamless cross-device design and interaction. The
essential criteria of processes and practices that should be part of every IoT implementation are captured in solution-
oriented requirements. Distributed computing and analytics, data ingestion and stream processing, and device manage-
ment are three such criteria. Meeting QoS-based criteria improves the overall IoT application’s performance. Data’s
accuracy, security, and privacy are considered the most significant QoS requirements. To meet this panoply of essential
requirements, it is crucial to review the architectural style of the developed IoT application and carefully choose the
most appropriate one, ensuring a satisfactory implementation.

2.2. Data Analytics

The recent growth of IoT data has led to the appearance and development of different types of data analytics. Big

data analytics is defined as the examination stage of large and heterogeneous data to extract unseen patterns, find
hidden correlations, reveal market trends, and discover customer preferences [8].
Recently, IoT big data analytics have become an attractive research domain, particularly because traditional methods
of data processing have demonstrated various limitations, especially when working with a huge volume of hetero-
geneous data. The data analytics process consists of five main stages. Before getting into the analytics process, the
first step is requirements understanding. Determining the problem, business needs, and why you need data analytics
should be well investigated at the first step of the data analytics process. This stage may take a long time and be
arduous, but it is critical to be ready for the next stages. After drawing a clear image of the needs, the next stage
aims to collect data. The collected data should be cleaned, filtered, and sorted. This stage should be conducted with
attention because it directly affects the effectiveness of the obtained results. After that, the data is ready to be analyzed
and manipulated through the appropriate analytics techniques. The final step is about interpreting the results and
outputs obtained from the data analytics step.
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There are mainly four different types of data analytics [9]: descriptive, diagnostic, predictive, and prescriptive, as
it is illustrated in Figure 2. These types are briefly defined in the following points:

e Descriptive analytics: is the general form of analytics, helps in the enhancement of decision-making by ana-
lyzing and learning from past achievements to improve the current performance;

o Diagnostic analytics: helps to find and understand the main causes of the events and determine what factors
contributed to the outcome;

o Predictive analytics: is used to get knowledge and helpful insights about the future from the raw data. Both
historical and current statistics are used in this type of analytics to predict behaviours and events;

e Prescriptive analytics: is the most advanced form of analytics, applied to determine the best solution among
different options and suggest decision choices to bring advantages of the future opportunities or eliminate the
future risks.

| Descriptive Diagnostic  Prescriptive Predictive
é analytics analytics analytics analytics
A, What Why did it What is likely ’ ( What actions
§ happened? happened? to happen? to take?
9.: | Information Optimization >
Reports Corrections  Predictions =~ Recommendations
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Fig. 2. The different types of data analytics.

Different techniques of analytics have been proposed to achieve various analytical tasks [8], including: classification
used to distinguish the category of a new observation, clustering used to create and identify groups of similar items
based on certain distinctive features, recognition used to identify and categorize objects, detection used to analyze
images and videos to discover objects or find states, prediction used to reveal patterns about events in the future and
identify the right actions to be taken, analysis which is the act of cleaning and processing data to supports decision-
making, and recommendation which provides customers with services suggestions on the best course of actions.
Despite the various advantages afforded by data analytics approaches, there are certain downsides, mostly in terms
of complexity and bias [10]. Some analytics solutions are more equivalent to a black box design. What’s inside the
black box is an enigma, as is the logic the system employs to learn from data and build learning models. Although the
use of these tools is simple, the reasoning behind and how decisions are made are not. To get over this limitation, it’s
important to rethink the design of these tools so that they may be customized, improved, and reused in other contexts
and applications.

2.3. Microservices: Architecture and Essential Benefits for IoT Data Analytics

Microservices technology is a Web services’ variation that allows the construction of distributed software applica-
tions utilizing a collection of entities. These entities are fine-grained, loosely coupled, and reusable software compo-
nents that collaborate to accomplish the system’s goals. In a microservices-based architecture, each microservice runs
in its own process and exchanges data with others. Using the monolithic development approach, a single block of code
is used to design and build the traditional programs. However, a microservices architecture describes an application
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as a collection of separate but interconnected entities that can be built, tested, and deployed individually, or even as
separate software projects. Typical entities of a microservices architecture include a number of key features or func-
tions. APIs, containers, a service mesh, service-oriented architectural principles, and the cloud are the main typical
entities of a microservices architecture, in addition to the individual services [3]. Microservices’ modular and loosely
coupled architecture makes [oT software lightweight and more distributable across various computing environments.
The IoT application may be subdivided into smaller components using this approach, resulting in decreased coupling
and greater flexibility for change. Microservices can also be utilized to help IoT systems deal with the diversification
that comes with the different devices and protocols that can be used, and this by assuring an interoperable information
transmission using different techniques such as semantic web models and tools.

There are good reasons for adopting the microservices’ architecture for [oT systems. In the following, we summarize
the main benefits of this promising development style [11]:

e Availability: The microservices architecture ensures the availability of software applications with reduced
downtime due to the independence of the services, which contributes significantly to improving and increasing
the overall performance. Indeed, even if there is a failure, it only affects the concerned entities which can be
replaced by applying dedicated compensation mechanisms;

¢ Dynamism: microservice architecture is a DevOps-based methodology that uses modular components rather
than a monolithic structure to ensure a more dynamic and agile approach to designing, executing, and maintain-
ing software applications;

o Modularity: Microservices provides applications with a strong encapsulation, well-defined interfaces, and clear
dependencies. A microservice can be built in any fashion that provides a well-defined interface to other services.
Dependencies between microservices are explicit since they are specified using orchestration and choreography
standards;

e Scalability: Because each service may be developed in a different language, or technology, software devel-
opment teams can pick the best technology stack for each module without worrying about inconsistency and
incompatibility issues. Individual services can be extended and upgraded individually, and new components can
be introduced without the need for system downtime or re-deployment;

o Functionalities’ Optimization: It’s simpler to tailor the demands of each service to improve and optimize
business functionality when the focus is on a single service rather than the entire application. Existing services
may thus be modified for use in a variety of contexts rather than having to reimplement new services from
scratch;

e Resilience: The process of identifying and fixing the main cause of performance issues is made easier using
microservice-based architecture. Because independent service deployment provides better fault isolation, com-
plex applications are unaffected by a single failure. As a result, developers may roll back an update or make
changes to a service, reducing thus the possibility of downtime.

3. Related Works: Microservices-Based Solutions For Data Analytics in IoT Applications

The rapid evolution of efficient and cost-effective distributed applications that offer enhanced and value-added
functionalities has been fueled by the explosive growth in IoT and data analytics technologies. To ensure better over-
all performance and analytic capabilities, these applications must be built using a flexible and scalable architecture.
Several research studies have recently been published that investigate the potential of the microservices paradigm for
the development of IoT applications. In this context, we discuss, in the following paragraphs, the most recent and
relevant works that leverage microservices technology to make the development of IoT applications more adaptive
and agile.

In [12], The authors proposed a new federated DL model (Fed-TH) for detecting and classifying cyber threats in
industrial IoT. The Fed-TH is built in the form of reusable blocks using microservices technology to enable efficient
latency of cyber threats detection at the network’s edge. The proposed model is based on different DL methods, in-
cluding the multiscale convolution networks and the gated recurrent unit (GRU)-based Autoencoder (AE) to capture
and analyze the spatial and temporal representations. In [13], Ali et al. proposed a microservices-based methodol-
ogy that provides efficient data analytics services as modular microservices. They divided the data analytics process
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into a set of major steps and developed them as microservices. To enhance the application’s scalability, the different
functions are deployed as microservices, composed, and orchestrated with each other. In [14], Li et al. proposed to
develop a microservice-based platform to support IoT-oriented big data analytics. The proposed platform focused on
the microservice level to abstract the IoT data analytics in a friendly way. The different tasks of the data analytics were
implemented as loosely coupled and distributable microservices.

To provide smart transportation services that are required for smart cities implementation, Asaithambi et al. [15] de-
signed a Microservice-Oriented Big Data Architecture (MOBDA), which implements different data processing and
predictive techniques. In [16], Ardagnawe et al. developed a system based on the idea of Model-Based Big Data
Analytics-as-a-Service (MBDAaaS). The system serves as an interoperable solution for deploying different IoT ana-
Iytics applications to meet the user and solution requirements.

Lue et al. [17] presented a novel topology platform constructed as a set of basic services. The proposed data analysis
architecture is able to improve the analysis outcomes cognitively, quickly integrate different analytics algorithms, and
meet the diverse demands of users via the deployment of microservices. Dineva et al. [ 18] presented a microservices-
based architectural framework that provides Machine Learning (ML) solutions as services. The IoT data analytics
are enabled through a set of microservices; each of them offers a single analytics function. The microservices com-
posed in the proposed architecture are: identity service, data acquisition, transformation, machine learning, device
management, and logging service. A customizable framework based on microservices and visualization technologies
has been proposed in [19] to support smart predictive analytics and maintenance operations in industrial contexts. The
design of this platform was structured as a set of microservices, where every service performs a specific function. [20]
introduced an IoT platform for smart dairy farming that allows the analysis of animal behaviour and the monitoring
of their health. The design of this platform was based on microservices and fog computing to address the major issues
related to the constrained Internet connectivity in remote farm locations. Trilles et al. suggested an IoT architecture
that united various IoT tools and devices into a single ecosystem [21]. The proposed architecture was based on mi-
croservices and serverless technologies to ensure scalability, stability, and reusability. A scalable architecture based
on microservices was presented in [22] to improve the facial recognition process. The proposed architecture deployed
a Deep Learning (DL)-based facial recognition algorithm.

From the comparison provided in Table 1, it is clear that most of the proposed works use microservices primarily
in the analytical layer of the IoT stack. As mentioned above, most of these works aim to enhance the data analytics
features and services through the use of microservices architectural style. In [14, 13], the authors proposed solutions
that breakdown the data analytics process into a series of steps and implement them using composable microservices
that may be utilized in a variety of scenarios/case studies. This type of implementation enhances the efficiency of
the developed smart data analytics services, gives them the ability to manage heterogeneous IoT data coming from
different sources, and makes the analytics feasible on huge volumes of data. Moreover, these services are modular
and flexible which enables the IoT systems to scale well with analytic features. The goal of the remaining works that
were reviewed was to improve specific IoT data analytics case studies related to particular application domains, such
as smart surveillance, smart city, manufacturing, and smart farming.

In addition to the benefits already mentioned, the utilization of microservices-based architecture is primarily employed
to meet user-oriented requirements. Indeed, this architectural style allows improving the features of IoT applications
by boosting usability, personalization, and contextualization. All the reviewed works that are presented in this study
utilize the microservices-based architecture to satisfy the user-oriented requirements. Some of the examined works,
such as [15, 21], have explored the QoS-oriented requirements that should be fulfilled by microservice-based archi-
tectures. Because these architectures are scalable and dynamic, different QoS assurance mechanisms are developed
to preserve the application’s performance, security, and privacy throughout executions. The solution-oriented criteria
have been investigated in some works, such as [12, 19] to enable distributed computing and stream processing, and
facilitate device management. The use of the microservices development paradigm for IoT applications has yielded
several benefits and advantages. Essentially, the development process is broken down into a series of steps that allow
mainly the flexible deployment of IoT applications as well as the creation of scalable, reusable, and robust infrastruc-
tures. Based on the comparative analysis presented in table 1, it is clear that additional in-depth research should be
undertaken to further investigate the potential and promising capabilities of microservices technology to boost data
analytics in IoT applications.
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Table 1. Comparison between related works.

f . IoT Analytics’
Work Case Study Type ? Analytics’ task . 0 na y 18
analytics requirements techniques
. . User-oriented+
[12] "Three'lt Predictive Classlﬁ.catlon+ Solution-oriented DL models
intelligence Prediction .
requirements
High . . .
abstract Classification+ User-oriented+ SVM+LDA +
[13] Predictive Prediction+ Solution-oriented+ | KNN +DT +
conceptual . .
Recommendation | QoS requirements | LR
approach
High
[14] abstract Predictive None User.-oriented MapReduce
conceptual requirements converger
approach
Linear
[15] Smart Descriptive+ Prediction Solution-oriented+ | regression+
transportation Predictive QoS requirements | Random forest
regression
Heterogeneous Prediction+ User-oriented +
[16] gen Predictive . . Solution-oriented+ | ML models
IoT domains classification .
QoS requirements
Data analviics User-oriented+
[17]  anaty Descriptive None Solution-oriented+ | Analysis algorithms
applications .
QoS requirements
. . Detection+ User- oriented+
[18] IoT applications | Predictive Classification QoS requirements ML models
Prediction User-oriented+
[19] Manufacturing Predictive . . Solution-oriented+ | ML models
Classification .
QoS requirements
[20] Smart dairy Predictive Classification+ User- oriented+ Random forest+
farming Clustering QoS requirements | KNN
1] Smart farmin Descriptive+ | Detection+ User-oriented+ Data analytics
& Predictive Prediction QoS requirements | methods
[22] Face recognition | Predictive Recognition User-oriented CNN

To that end, in the following section, we highlight the ongoing challenges that still face the adoption of the mi-
croservices development paradigm in IoT environments, and we propose a number of new lines of research to be
pursued in order to strengthen the analytical solutions implemented with microservices technology.

4. Adoption of Microservices Paradigm For IoT Applications: Challenges and Future Research Directions
4.1. Challenges

Even though there exist different benefits gained from the convergence of the microservices paradigm with IoT
data analytics, there are also several challenges.In this section, we present the key ongoing challenges that still need
to be resolved to utilize the full potential of the microservices paradigm for IoT data analytics. These challenges are
discussed in the following points:

e Microservices-based IoT applications are often more complex to design, implement, and maintain: gener-
ally, software development teams encounter higher complexity when designing, implementing, and maintaining



Safa Ben Atitallah et al. / Procedia Computer Science 207 (2022) 3938-3947 3945

microservices compared to monolithic programs. Indeed, if they are unfamiliar with the microservices devel-
opment paradigm, they could find it extremely difficult to understand how to determine: i) the size of each
microservice, ii) each microservice’s connecting points, and iii) the service coordination and integration [23].
Designing and implementing microservices necessitate doing them inside a defined domain/environment. As
a result, each microservice should identify, specify, and encapsulate a single task. When modelling a domain,
developers often utilize a data-centric approach to accomplish this task for each function/service. The main
problem with this approach is that data that is not logical (i.e.,doesn’t have a predefined structure) is mean-
ingless. However, in heterogeneous computing environments like IoT, raw data can provide interesting insights
after performing appropriate preprocessing and analytical techniques. Besides extending behaviours to a system
and expanding the issues it solves necessitates the integration of more features and capabilities in the microser-
vice architecture. The maintenance of this architecture may become a serious issue. The correct DevOps and
automation technologies can manage a lot of this added complexity. However, without them, the maintenance
may quickly turn into a headache [24].

e Microservices-based IoT applications can present security vulnerabilities: security is a critical requirement
in any IoT environment. IoT devices handle a wide range of sensitive data related to IoT users, including their
movement information, contacts, purchase preferences, etc. Furthermore, as more devices are connected to IoT
networks, security threats to IoT devices are increasing. Because of this, IoT ecosystems are vulnerable to
serious security risks. IoT security attacks can be categorized into four types [25]: i) physical attacks: occur
when attackers reach the IoT network or devices physically, ii) network attacks: occur when attackers target the
IoT network systems to inflict harm, iii) software attacks: are carried out by focusing on the security software
or bugs in an IoT application, and finally iv) data attacks: target the computational resources that enable the
management of communication across multiple IoT nodes as well as the data collecting that IoT resources and
devices demand. Adopting a microservices-based architecture for IoT systems poses several serious security
challenges when compared to the monolithic development approach. Because the major components of the IoT
system are accessible to the network and data is shared across several small containers, different types of attacks,
namely network, software, and data attacks, can occur. It’s also worth mentioning that, because containers are
highly replicable, a vulnerability in one module may quickly escalate into a larger issue. Besides, since the
source code of microservices is frequently reused across several applications, hackers can have simple access
to it to cause damage to the whole IoT system [26].

e Microservices-based IoT applications require organizational culture changes: any microservices adoption
strategy necessitates a shift in organizational culture. An Agile and DevOps culture should already be in place
before beginning the reengineering process. Adopting a microservices-based architecture for IoT applications
has the drawback of requiring from each development team to manage the whole service lifecycle, including
maintaining reliable APIs and managing testing iterations and releases. Organizations that decide to use this de-
velopment approach must also assess if their developers have the necessary experience to build a microservices-
based IoT solution [27]. Developers should have a complete grasp of the entire process, as well as the ability to
create, deploy, test, and monitor such applications. Transferring expertise and decision-making authority from
managers and architects to individual teams is a fundamental part of the transition to a microservices-based
architecture. Finally, organizations must examine the communication problems that this adoption may entail.
Microservices’ independence implies that developers won’t always have the same global visibility as they would
with a monolithic model. To construct a working IoT application, several development teams must collaborate,
and the inherent isolation between teams may make it difficult to generate a unified final result.

4.2. Future Research Directions

This section details a list of potential future research topics that may be explored further to improve the adoption
of the microservices development paradigm for IoT applications.

o Cloud-native technologies: microservices-native applications involve employing cloud microservices to be
built and hosted. This development approach presents several advantages that are convenient for IoT ecosys-
tems. Across different types of clouds, the cloud-native application platforms deliver a unified development
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and administration experience. They bring improvements in terms of manageability, scalability, cost reduction,
development automation, etc. Cloud-native technologies adoption gives IoT applications the ability to benefit
from big data analytics services and gain better business insights.

e Privacy-preserving in microservices-based IoT applications: the privacy of microservice-based architecture
is regarded as the primary difficulty that has sparked a great deal of research interest in order to improve it.
Various efforts have concentrated on the ability to create a flexible architecture that fulfills the appropriate roles
with the proper design and required privacy in different IoT use cases. Adopting blockchain technology in the
creation of such architecture is critical to maintaining the confidentiality of recoded IoT data [28]. The integra-
tion of artificial intelligence, blockchain, and microservices technologies will result in a predictive, scalable,
and privacy-preserving architecture suitable for different IoT applications.

o Adopting best practices for the development of microservices-based applications: best practices are meth-
ods that have been shown to be successful in attaining their goals and that may be used and adapted for usage in
other contexts. Using a tried-and-true method increases the chances that the organizational targets will be met
and the expected outcomes will be realized. Different best practices for microservices-based architectures for
IoT applications have been established and categorized, where microservice adoption experiences are collected,
best actions are documented, and migration to microservices architecture difficulties are determined [29].

o Data management in microservices-based IoT applications: the employment of microservices-based archi-
tecture can ensure the improvement of [oT applications’ quality and make their deployment easier. However,
before starting the design of a microservices-based application, the management of data must be taken into ac-
count. The data collected should be carefully handled to ensure that the application’s performance and security
fulfill expectations and requirements. Data should be effectively organized and structured to enhance the overall
application scalability, availability, communication, and agility [30]. To this end, Appropriate representations
must be specified to guarantee knowledge acquisition from data management logic and the complex interactions
of microservices.

5. Conclusion

The IoT environment is made up of a huge number of objects in the form of smart devices and sensors. These
objects are linked together and allow for the capture and gathering of massive volumes of data, which is then trans-
ferred to the cloud for analysis. The use of data analytics for IoT applications has risen in prominence, opening up
a plethora of new prospects. However, several challenges still need to be solved to effectively utilize the full poten-
tial of IoT data analytics. To address these issues, the microservices paradigm is adopted to enable the development
of modular and extensible architectures, resulting in significant gains in terms of performance, dynamism, and re-
silience. Several studies relating to the use of microservices technology for IoT data analytics have been examined
in this article. These studies have demonstrated the perfect harmony between microservices and intelligent IoT ser-
vices. Furthermore, in this article, we highlighted the key challenges and future research directions regarding the
adoption of microservices-based architecture for the development of IoT applications. This would broaden the bound-
aries for promising new research in this field, leading to the proposal of predefined and reusable modules in the form
of analytics-as-a-microservice guaranteeing the acceleration of the development of IoT applications and widespread
adoption in most aspects of daily life.
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